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Description

FIELD OF THE INVENTION

[0001] Theinventionrelatestomethods of secure com-
munication which use a broadcast random data stream.
Forexample, the invention may relate to a secure method
for distributing secret information, e.g. a bit string for use
as a key.

BACKGROUND TO THE INVENTION

[0002] A system in which perfect secrecy in communi-
cations is achieved by "memory bounding" an enemy has
been proposed [14]. This proposal suggested using a
high bandwidth satellite channel with low error rate to
broadcast a random data stream. When an enemy does
not have the capability to record the entire broadcast, it
is theoretically possible to achieve unconditional security
for a limited extract therefrom.

[0003] US 7006633 developed this idea further, pro-
posing that the random data stream be broadcast con-
tinuously from a beacon and disclosing a method for us-
ers to download samples from the stream based on an
initial shared key to generate one,or more matching ran-
dom number reservoirs from which an encrypting key for
secure communications can be drawn. Similar beacon
systems have been proposed before in connection with
satellites [3,4].

[0004] The known beacon systems require a low bit
error rate for the random data stream, to prevent mis-
match between the keys extracted by each user. Trans-
mission media with relatively high bit error rate, e.g. 103
orworse, may thus be considered unsuitable for use with
such systems. US 7006633 discloses a technique of re-
ducing the bit error rate of a transmission media by in-
corporating error correction packets into the random data
stream. This adds a deterministic element to the stream
and reduces the transmission rate of the random data
because of the need to calculate the error correction
packets.

[0005] Transmission media capable of the highest
transmission rates (e.g. optical fibres able to transmit at
rates greater than 1 Terabit per second (Tbps)) may ap-
pear most suited to memory bounding techniques be-
cause they are capable of overloading an enemy’s stor-
age capabilities in a realistic timescale. However, such
transmission media also have relatively high bit error
rates, so they appear incompatible with the techniques
proposed above. Moreover, since the direction of devel-
opment in the communication industry is to reduce bit
errorrate, developments in secure communications have
focussed on using quantum technology in optical fibre
systems having very low bit error rates. Such systems
can enable passive eavesdropping to be detected, but
come at a very high cost [5-10] and still require at least
a weak form of end-to-end authentication to avoid a man-
in-the-middle attack. Dodis, Y. et al "Correcting errors
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without leaking partial information”, Proc. of 37th ACM
Symp. on Theory of Computing; 24. May 2005 relates to
a randomisation of a linear error correction syndrome to
avoid leaking information about the shared secret.

SUMMARY OF THE INVENTION

[0006] The present invention relates to a method as
claimed in claim 1. Preferred embodiments are defined
in the dependent claims. At its most general, the present
invention provides an error correction protocol which
makes available for use optical transmission regimes im-
pacted by high bit error rates (which makes them unsuit-
able for ordinary data transmission) for broadcasting a
high bandwidth random data stream in a communication
system for establishing a shared secret. The invention
may make practical the use of optical fibres in a system
which achieves perfect secrecy in communications by
memory bounding an enemy. As is known in the art and
explained in US 7006633 a enemy is "memory bounded"
if it does not have sufficient memory to record all or a
very large proportion of the transmitted random data
stream, i.e. it does not have a substantially complete pic-
ture of the transmitted data.

[0007] The error correction protocol proposed herein
in fact turns the bit error rate of the transmission system
into an secondary security advantage, because an ene-
my (interceptor) will obtain different information to the
users (caused by the bit error rate) and will not have the
means to correct those errors to match the information
obtained by the legitimate users. This remains an advan-
tage even in the case where the users are exposed to a
higher bit error rate than the enemy.

[0008] According to the invention there may be provid-
ed a method of establishing a shared secret between a
firstuserand asecond user arranged toreceive arandom
data stream, the method including: each user extracting
independently one or more keychain bits from the ran-
dom data stream in a synchronised manner to generate
a keychain having a key portion and an error correction
encoding portion, the extracting being at an extraction
rate chosen to memory bound an enemy; the first user
applying a error correction function to its key portion to
generate a result, coding the result using the error cor-
rection encoding portion and communicating the coded
result to the second user; and the second user decoding
the coded result received from the first user using its error
correction encoding portion and obtaining a recovered
key portion from its extracted key portion by using the
decoded result to correct differences between the key
portions extracted by the first and second users caused
by a bit error rate of the random data stream, wherein
the first user’s key portion and the second user’s recov-
ered key portion are usable as the shared secret. The
method thus allocates a portion of the extracted data for
the purpose of masking the result of the error correction
function when it is sent between the users. The security
of that result is therefore matched with the security of the
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key portion itself.

[0009] The method may enable the first user’s key por-
tion and the second user’s recovered key portion to be
identical. The shared secret may be a bit string for use
as an encrypting key, e.g. to encrypt plaintext before
transmission and to decrypt ciphertext after receipt.
[0010] The error correction function may be a check-
sum function, e.g. a forward error correction (FEC) code
function. The error correction encoding portion of the key-
chain may be chosen to have the same bit length as the
result of the checksum function. This may permit the cod-
ing step to include performing an XOR operation (i.e. an
addition modulo 2 function), for example a bit-wise XOR,
to the result of the checksum function using the error
correction encoding portion as a one time pad.

[0011] The first user and the second user may include
client devices e.g. computing systems, PCs or the like
arranged to receive the random data stream. In one em-
bodiment the source of the random data stream (referred
to herein as a beacon) may be located with one of the
users. Preferably, however, it is located remotely from
the users.

[0012] The random data stream may be transmitted
via optical media, e.g. one or more optical fibres. An ultra-
high bit rate of transmission of random bits over optical
fibre may make it extremely difficult technically and in-
feasible practically to store any significant proportion of
intercepted information. The random data stream may
be transmitted using a mixture of optical time division
multiplexing (OTDM) and wavelength division multiplex-
ing (WDM) to provide an extremely high rate of bit trans-
mission. For example, a single optical fibre can already
carry more than 1 Tbps with a bit error rate less than 10-3.
These transmission errors may be mitigated through use
of the invention. Furthermore, the protocol may be capa-
ble of coping with bit error rates greater than 10-3. Thus,
the current stringent conventional restrictions on bit error
rate applicable to data used for communication need not
be applied for the purposes of the invention. Implemen-
tation of multi-terabit channels over terrestrial links is
therefore fully feasible using large fibre bandwidth and
any of numerous well-developed optical transmission
technologies. In this context, the combination of OTDM
(which is relevant to the transmission bit rate in a single
frequency channel) and WDM (which is relevant to the
creation of many frequency channels) techniques may
provide control of the granularity of the bit transmission.
The total transmitted bit rate N may be expressed as
KXM, where K is the bit rate in a single transmission
channel and M is the number of channels. Moreover, the
variety of available optical technologies (e.g. advanced
data formats, distributed optical amplification, dispersion
management and the like) may provide additional flexi-
bility in implementation.

[0013] In a preferred embodiment the random data
stream transmission rate is 1 Tbps or more.

[0014] The extraction of bits from the random data
stream may be according to an extraction schedule gen-
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erated by each user based on a initial shared secret. The
initial shared secret may be a key, e.g. distributed via
physically secure channels. The shared secret (herein-
after referred to as a key) may be a relatively short bit
string, e.g. having a bit length of at least 64 bits. The
extraction schedule may be generated from the key using
an algorithm, which may be public. The key may be part
of a shared secret previously established according to
the invention disclosed herein.

[0015] For each user to extract the same bit according
to the extraction schedule, the random data stream is
synchronised with respect to the users. Each user may
have a clock, whereby synchronisation is achieved by
aligning the clock timing with a synchronisation event in
the random data stream. Synchronisation events may be
transmitted periodically to enable realignment of the
clock and/or to enable new users to join the system.
[0016] Tomemoryboundanenemy,the extractionrate
may be 1 bit per 1016 or more transmitted bits. In such
an embodiment by the time a keychain of 1000 bits is
extracted 1019 bits will have been transmitted, which is
106 times beyond the present storage capability of a hard
disk drive. At a total transmission rate of 10 Tbps, it would
take less than two weeks to extract the keychain. It is
anticipated that in future achievable transmission rates
will increase at least in line with economically available
storage, such that the ability to memory bound an enemy
by extracting a keychain from an overwhelming (i.e. prac-
tically unviable to store) amount of data in a practical
timescale can be preserved. Even if the future progress
in the transmission and storage rates is uneven, the
present system is still viable e.g. by reducing the extrac-
tion rate, e.g. by increasing length of extraction period
for a given keychain length.

[0017] The protocol may incorporate additional
checks. For example, the method may include the first
user applying a check function to its key portion to gen-
erate a first check output and communicating the first
check output to the second user, and the second user
applying the check function to the recovered key portion
to generate a second check output and comparing the
first and second check outputs. If the first and second
check outputs are a good match, i.e. match within pre-
determined error tolerances, the recovery process for the
key portion may be verified as successful. The keychain
may include an error check encoding portion and the
method may include coding the first check output using
the error check encoding portion, and communicating the
coded result to the second user; and the second user
obtaining the first check output by decoding the coded
result received from the first user using its error check
encoding portion.

[0018] The error check encoding portion may be used
to mask the check output data when it is sent between
the users. The security of that data is therefore matched
with the security of the key portion itself.

[0019] The check function may be a collision resistant
function for providing mapping between a key portion and
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a check output. The collision resistant function may be a
cryptographic hash function, a checksum (e.g. a 32 bit
cyclic redundancy (CRC32)), or a message authentica-
tion code (MAC) if a key is shared between users. Ac-
cording to the method discussed above, the output of the
check function is used to check that the second user’s
recovered key portion matches the first's key portion.
This is done by obtaining the first check output at the
second user and comparing this to a check output ob-
tained by applying the check function to the recovered
key portion. If the comparison reveals differences within
acceptable (e.g. predetermined) tolerances, the recov-
ered key portion may be safely assumed to be identical
to the first user’s key portion.

[0020] In one embodiment, the comparison step may
be improved by ensuring that the error check encoding
portion used by the first and second users is identical.
This may be achieved by distributing error correction in-
formation about the error check encoding portion be-
tween users. For example, the method may include the
first user applying the error correction function to its error
check encoding portion (in one embodiment the error cor-
rection function may be applied to the key portion and
the error check encoding portion in combination) to obtain
a result, coding the result using the error correction en-
coding portion and communicating that result to the sec-
ond user; and the second user decoding the coded result
and obtaining a recovered error check encoding portion
(e.g. in addition to the recovered key portion) from its
error check encoding portion by using the decoded result
to correct differences.

[0021] Similarly to the error correction encoding por-
tion discussed above, the error check encoding portion
of the keychain may be chosen to have the same bit
length as the output of the error check function (e.g. the
hash function). This may permitthe coding step to include
performing an XOR operation (i.e. an addition modulo 2
function) to the result using the error check encoding por-
tion as a one time pad. To prevent the introduction of
errors by using the coding steps, it may be ensured that
the first and second user have the same error check en-
coding portion.

[0022] In embodiments where the beacon is located
remotely from the users, e.g. where the beacon is located
on a fibre optic loop to provide the random data stream
to a plurality of users located at loop nodes, itis desirable
to authenticate the random data stream to prevent man
in the middle type attack. Ensuring the authenticity of a
communication path may be more important for fibre op-
tic technology than for satellite broadcast technology be-
causethereis a greater threat of compromising aphysical
fibre (e.g. by bypassing it at some point along its length)
than a satellite broadcast (which may be regarded as an
accurately known point source in the sky).

[0023] Accordingly, the method may include each user
extracting a plurality of sample bits from the random data
stream at a sampling rate greater than the keychain ex-
traction rate for subsequent comparison to extracts of
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the data stream which are certified by the beacon to au-
thenticate the data stream. The proportion of the data
stream that is certified and the sampling rate may be
selected based on a Merkle-type protocol [11], whereby
the probability of collisions between the samples and the
certified extracts is high enough for a user to verify its
samples. In one embodiment to ensure a minimum
number of collisions X (e.g. 50 or 100), the bit sample
rate for the beacon Ry 0, and the bit sample rate for
each user R4, may be chosen to satisfy

R 2%

R user
T

beacon

where T is the total number of bits transmitted by the
beacon over the key agreement period.

[0024] Both the certified extracts and the user samples
may be obtained at random. Each random sample may
be a single bit. One of the beacon or user may extract a
plurality of sample bits for each random sample. To en-
sure that the probability of collision remains at a reason-
able level, only one of the beacon or the user may extract
a plurality of sample bits for each random sample. In a
preferred embodiment each random sample extracted
by the beacon is a sample bit string. An advantage of this
is that the total number of bits required for specifying the
location of the random sample is less than the case where
individual bits are extracted. Another advantage is that
the effect of burst errors may be mitigated.

[0025] Certification may be by public key signature or
hash pre-image [12,13]. The certified extracts may in-
clude data identifying the location (e.g. channel and time)
in the random data stream of the extracted bits as well
as their values.

[0026] The method may include publishing each certi-
fied extract of the data stream a predetermined time after
actual transmission of the bits in that extract. Publication
may be in instalments, the predetermined time for each
instalment providing a delay to guard against the possi-
bility of a replay attack. Publication may take place offline;
forexample, publishing each certified extractmay include
sending it or a cryptographic hash of it to each user on
tamper evident physical storage media.

[0027] As mentioned above, the certified extracts may
be obtained from the transmitted data stream at a rate
calculated to ensure a predetermined amount of overlap
(collision) with the sample bits extracted by each user.
In one embodiment the certified extracts and the samples
may have the same bit length. The authentication proto-
col is arranged to determine the common bits in the cer-
tified extracts and samples. Using this method, each user
may verify the integrity of the bits they have shared. The
stream may be verified as authentic if the bits in the com-
mon strings demonstrate a match of 80% or greater. The
matching threshold value may be set depending on the
bit error rate of the data stream and the number of com-
mon bits expected. For example, the sampling rate may
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be 1 bit per 109 or fewer transmitted bits. The sample
rate may be determined based on the transmission rate
and the required keychain length. The users’ sampling
rates may be different from each other and from the sam-
pling rate of the beacon.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] An illustrative environment for working the in-
vention and example of its implementation are described
below with reference to the accompanying drawings, in
which:

Fig. 1 is a schematic block diagram of an illustrative
operating environment for the invention;

Fig. 2 is a schematic block diagram for a user com-
puting system suitable for the invention;

Fig. 3 is a flow diagram illustrating key distribution
method that is an embodiment of the invention; and
Fig. 4 is a flow diagram illustrating a stream authen-
tication method that can be used with the invention.

DETAILED DESCRIPTION; FURTHER OPTIONS AND
PREFERENCES

[0029] Fig. 1 illustrates schematically a communica-
tions network 100 that is an illustrative operating envi-
ronment for the invention. The network 100 comprises a
beacon 102 connected in series with a plurality of user
computing systems 104a, 104b, 104c via a loop network
of fibre optic cables 106. The beacon 102 is in commu-
nication with a random number generator 110 and is ar-
ranged to generated and transmit into the loop network
a random high rate binary (RHRB) stream 111. The
RHRB stream 111 may be transmitted using a mixture
of optical time division multiplexing (OTDM) and wave-
length division multiplexing (WDM) to provide a trans-
mission rate of more than 1 Tbps. The fibre optic cables
106 may each carry a plurality of optical fibres, some of
which may be dedicated to carrying the RHRB stream
111.

[0030] Each computing system 104 is arranged to re-
ceive the RHRB stream 111. An exemplary configuration
for a user computing system 104 is described below with
reference to Fig. 2. Each computing system is arranged
to extract bit samples, e.g. samples comprising one or
more bits, from the stream according to a calculated ex-
traction or sampling schedule (explained below). A sam-
pling action may be to obtain one or more bits for authen-
tication or to add a bit to a keychain or for both. The data
stream may be sent via a plurality of channels, e.g. 10
or more, preferably 100 or more channels. Each user
computing system may be arranged to receive only one
channel at once; each sampling action may include an
instruction to switch to an appropriate channel. An ad-
vantage of this feature is that an interceptor must have
the processing capability to deal with all channels of the
RHRB stream 111 simultaneously, whereas the user
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computing systems 104 need only have the processing
capability to deal with one channel at any given time.
[0031] Each userin a key group, i.e. a group of users
between whom a key is to be distributed, e.g. {Alice, Bob
and Carol} in this embodiment, may have a separate se-
cure e.g. physical channel 108 through which they share
arelatively weak key as a preliminary step in establishing
a strong shared secret.

[0032] In this embodiment the beacon 102 is also ar-
ranged to communicate with each user computing sys-
tem via a channel 113. This channel is for communication
of certified extracts of the RHRB stream 111, and so
needs to have integrity and a means of demonstrating
beacon authenticity. It may be a physical channel. For
example, the certified extracts may be stored on atamper
evident storage medium (e.g. CD ROM or the like) and
transported e.g. using a trusted courier to each user. Al-
ternatively, the channel 113 may be a side channel on
the fibre optic cable 106, in which case the certified ex-
tracts may be published. To guard against replay attack,
the extracts are published after a time delay, e.g. greater
than the time interval between extracting bits for the key-
chain.

[0033] Fig. 2 illustrates schematically a typical hard-
ware configuration for a user computing system 104. The
computing system 104 may be implemented on any suit-
able computing device, e.g. PC, server or the like, that
is capable of receive data via the fibre optic cable 106.
It is understood that components in addition to those il-
lustrated may be present.

[0034] The computing system 104 includes a data bus
114 for routing signals between internal components and
to and from a fibre optic module (not shown) for receiving
the RHRB stream 111 via the fibre optic cable 106 and
directing one (or more) channels into the computing sys-
tem. A central processing unit (CPU) 112, e.g. microproc-
essor or the like, is provided with the capability to receive
and perform calculations using the data delivered into
the computing system from the RHRB stream 111. In
particular, the CPU 112 is arranged to carry the steps of
the extraction method described below based e.g. on pro-
gram instructions stored in volatile memory 124 and in-
formation from the clock 122. The relatively weak key
from secure channel 108 may be manually entered into
the computing system 104 via an input device (e.g. key-
board) 116 or using a physical media reader (e.g. disk
drive) 118. This key and the bits sampled and extracted
from the RHRB stream 111 may be stored in a memory
120.

[0035] Thebeacon 102isadevice arranged to produce
random digital streams, e.g. one per wavelength-division
multiplexed (WDM) channel, using any technology for
physical randomness. For example, the beacon 102 may
use a resistor whose thermal noise is filtered and dis-
criminated to produce digital data. The beacon 102 also
comprises circuitry arranged to record random bits or bit
strings together with their position in the stream for use
in authentication (discussed below). All transmission is



9 EP 2 304 895 B1 10

in blocks of a certain size in each channel, and all blocks
contain FEC-protected headers with block numbers, so
that each user can reliably synchronise with the block
count in every channel that they monitor at any given
time despite the fact that the actual data in each block
may be unreliable (e.g. due to a relatively high BER).
Since the header size is tiny compared to the block size
(e.g. tens of bits compared with tens of megabits), and
since the header is a number being incremented in every
new packet and so is highly predictable, the FEC recov-
ery of the header can be made as reliable as necessary
for BERs in the region expected for this invention.
[0036] Fig. 3 is a flow diagram illustrating steps in a
secure key distribution scheme that is an embodiment of
the invention. The scheme provides a method of estab-
lishing a shared secret that rivals much more expensive
quantum key distribution schemes, for example the one
used by Toshiba [7]. The scheme described herein does
not involve quantum technology, which is expensive and
has a limited propagation distance.

[0037] The method disclosed in Fig. 3 is the establish-
ing of a shared secret between Alice and Bob. It beings
at step 300, where a weak secret k is provided to Alice
and Bob via a private and endpoint-authenticated chan-
nel. The weak secret may be a relatively short key, e.g.
a 64 bit key.

[0038] Using the weak secret k, Alice and Bob obtain
an extraction schedule at steps 302a, 302b. The sched-
ule may be obtaining by using an extraction algorithm z,
which may be arranged to determine a channel and pre-
cise extraction time for samples to be extracted from the
stream.

[0039] Atsteps 304a,304b, Alice and Bob extract from
the random data stream a plurality of bits s4,S,...s, and
s’y, §%...87, respectively. Each bit is extracted at an ex-
traction time determined at step 302a. The extraction
schedules determined by Alice and Bob are identical.
Accordingly, so long as the streams received by Alice
and Bob are synchronised (which may be achieved using
conventional synchronising techniques), the bits ob-
tained by Alice and Bob should be the same except for
transmission errors. Each bit is added to a keychain. The
extraction rate of sample bits is such that the rate of ex-
traction of keychain bits is very low, e.g. 1 extracted bit
for every 1016 to 1018 transmitted bits.

[0040] Atstep306aAlice generates akeychain Kusing
a sample bits sy,s,...S,. The keychain K has the form:

K = KA|KA(EC)|KA(C"eCk) °

[0041] Similarly, at step 306b Bob generates key K’
using a sample bits s’,8%...s%; :

K’ = KB IKB(EC) 'KB(check)
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[0042] As mentioned above, the extraction of samples
is synchronised such that if the data stream was error-
free sample bits s’4,s%...s’, would correspond exactly to
sample bits s4,5,...s,,. However, there will be some errors
in transmission, so Bob’s keychain K’ will not correspond
exactly to Alice’s keychain K. The errors are due to the
bit error rate (BER) of the fibre optic cable. Respective
portions Ky ey, Kpecy and Kacheck)Ka(check) are used to
correct for transmission errors according to the following
protocol:

O0=K A(check) DK 4)

where in this embodiment F is a checksum (e.g. forward
error correction code) function and h is a cryptographic
hash function. The bit lengths of Ky ¢y and Ky (check) are
chosen to match the checksum length of F and the length
of the hash h respectively.

[0043] In use, at step 308 Alice obtains K, from key-
chain Kand calculates the error correction function F(K ).
At step 310 Alice calculates a value for P and transmits
itto Bob. This transmission may be done over aninsecure
channel, e.g. any open unauthenticated channel which
can provide message integrity. For example, the trans-
mission may be broadcast openly. An advantage of this
is that the enemy cannot then even find out who are the
members of the key group. In this embodiment Alice cal-
culates and transmits Pand Q separately. However, Alice
may in fact calculate both P and Q and make a single
transmission to Bob of a calculated value of P|Q.
[0044] At step 312 Bob may recover K, from Kg by
computing the following:

B =Kpype,®P.

[0045] F, should be very similar to F(K,); any differ-
ences are caused by errors between Ky gc) and Kg e
A recovered value for K, (indicated here as K’y,) may
then be found using error recovery from Kg and F;.
[0046] The protocol includes a check mechanism to
verify the recovery process. The check mechanism in-
cludes at step 314 Alice calculating a hash of K, to permit
calculation of Q at step 316. Q is transmitted to Bob.
[0047] Meanwhile, at step 318 Bob calculates a hash
for the recovered value for K, (i.e. computes h(K’4)). On
receipt of Q, at step 320 Bob recovers a value for the
hash computed by Alice by computing:

F 2 = KB(cbeck) @0

[0048] F, should be very similar to h(K,), any differ-
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ences are caused by errors between Ky cpechy and
Kp(check)-

[0049] Atstep 322Bobchecksthattherecoveredvalue
of the hash obtained in step 320 matches the hash com-
puted for the recovered value of K, i.e. compares h(Kj,)
with h(K’,). If there is a match, e.g. the matching bits
exceed a predetermined threshold (e.g. 80%), Alice and
Bob can have high confidence that K, and K’ are iden-
tical and may therefore use them as a shared secret.
[0050] In an alternative embodiment the protocol may
define

P= KA(EC) D F(K, ,KA(check))

0= KA(check) @ n(K,)

whereby Bob can recover K’y and K’j(¢neci at step 312.
The recovered value K’y peciy) May then be used to de-
code more accurately h(K,) from Q at step 320. In this
case there should be no differences between h(K’,) and
the value recovered from Q using K’s check)-

[0051] Inafurther alternative embodiment the protocol
may define

P=K 4 5c)® F(K)

0= KA(clzeck) ® h(K)

whereby Bob can recover the whole of Alice’s keychain.
[0052] Ifwe assume for the purpose of explanation that
the keychain has a bit length of 103 bits, the total amount
of random data that is transmitted in obtaining the key-
chain given a keychain bit extraction rate mentioned
above is 1019 to 1021 bits. This is 108 to 109 times current
hard drive capacity, which makes it infeasible for an in-
terceptor (Eve) to store the stream for subsequent cryp-
tanalysis, which is what the interceptor would have to do
inthe absence of the key k. Alternatively Eve could record
the selection of bits that correspond to every value of the
weak shared secret, which under the above assumptions
requires the same or greater amount of storage 264 x
103,

[0053] The members of the key group have no need
to capture the whole stream, but store only the tiny part
of it that is the key. Effectively this allows a pseudo-ran-
dom sequence generated from a weak key to be lever-
aged up into a strong genuinely random key.

[0054] The stream observation time for a 103 bit key-
chain, given a 1 Tbps transmission rate and a 10-16 ex-
traction rate, is 107 seconds, i.e. nearly four months. Al-
tering the transmission rate and extraction rate may per-
mit observation times to vary from about a week to a few
months (or even years). Over this time the shared secret
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may not be used for any kind of communication and so
the only possible threat is insufficient key storage secu-
rity, which is present in any cryptographic scheme.
[0055] Intheinventionthe passage of time strengthens
the resulting key, in the sense that the longer the wait
before the key is used, the less chance there is that any
relevant part of the stream is present in a storage facility
anywhere in the world, due to the sheer mass of data.
This can be considered to be opposite to the standard
assumption of cryptographic strength, i.e. that keys be-
come weaker with time. The use of storage-requirement
security (i.e. a procedure that makes it necessary for the
interceptor to record an amount of data that exceeds the
joint storage capacity of the global technosphere) in an
optical-fibre based system makes the proposed method
future-proof, since any new methods of cryptanalysis or
physical signal interception will be completely powerless
to recover the bits that have not been saved in the first
place.

[0056] Furthermore, past extracted bits are not a hos-
tage to future technology development: the ability to
record more data per unit cost in future has no influence
over the present time: bits in the random data stream not
recorded in the present will not become available later.
Nor does leaking the weak secret compromise extracted
bits obtained earlier, provided the time difference is suf-
ficient to overwhelm the capacity of attacker’s stream
storage. In particular, schemes such as EKE [1,2] can
be used to leverage the initial weak secret into a strong
pseudo-random seed without fear that subsequent de-
velopment of quantum computers (allowing the easy so-
lution of discrete logarithm and factorization puzzles) will
expose previously obtained bits.

[0057] A particular advantage of the proposed method
is that it tolerates faults and poor performance of optical
components below their minimum quality parameters. In
the embodiment this is achieved through the use of the
forward error correction (FEC) in an off line manner. The
present method is unusual in the fibre optic field in that
itdoes not require a transmission system with a low BER,
which is one of the key goals of conventional fibre optic
communications. By removing this very tough restriction,
the proposed method opens up an area of applications
for an extremely broad range of well-developed fibre optic
technologies using new regimes, which are not restricted
by a requirement for low BER. Indeed it is possible to
use optical fibre transmission links/lines/systems in re-
gimes with a relatively high BER, where the background
BER value is not a limiting factor. This may bring into
consideration a large number of technologies with many
attractive characteristics (cheap, simple, etc.) that may
have been rejected (or that are losing in competition to
other technologies) by the optical communication indus-
try because of low BER-performance requirements.
[0058] Further benefits of the embodiment arise from
the use of fibre optic technology. In the illustrative oper-
ating environment there is no theoretical limit on the dis-
tance between the beacon and its clients (the user com-
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puting systems). Moreover it is completely insensitive to
the number of clients on the loop network.

[0059] Fig. 4 illustrates an authentication method for
use with the invention. Authentication is based on a
Merkle-type protocol which determines common bits held
by a user and published by the beacon. Thus in addition
to the keychain bit extraction explained above, each Alice
and Bob are also arranged to sample the data stream
e.g. randomly or pseudo-randomly throughout the key-
chain extraction period to obtain a plurality of authenti-
cation bits. The extraction rate of authentication bits is
greater than the keychain extraction rate, e.g. of the order
of the square root of the extraction rate, e.g. 1 extracted
bit for every 108 to 10° transmitted bits in the embodiment
discussed above. At least one of the beacon and user
must obtain single bit samples. The other may obtain
either single bit samples or bit strings comprising a plu-
rality of bits for comparison. The proposed method may
avoid the need for per-client state to be kept at the bea-
con, or for individual communication between each user
and the beacon server along a side channel. During key-
chain extraction, each user may also store sample bit
strings extracted from the RHRB stream. This process
may take place independently of the keychain bit extrac-
tion. The sampling may occur in an unpredictable e.g.
random fashion. The sample bit strings may be taken at
a rate of order 1 in 108 to 10°. The beacon server may
take samples at a similar rate and certify them by any
suitable method, e.g. public key signature or hash pre-
image.

[0060] The authentication method starts at step 400
with the publication of one or more certified bit strings by
the beacon. As discussed above, publication may be via
private links to each user or may be open (e.g. an addi-
tional lower-bandwidth authenticated broadcast by the
beacon server). In step 402 the Merkle-type protocol is
used efficiently to obtain the collisions between the sam-
pled bit strings and the certified bit strings. Alice or Bob
can now guard against a false beacon by verifying at step
404 (say, based on more than 80% match) sufficiently
many of those bits which by chance occur in both their
samples and the certified extracts over the course of the
collection period. The number of such bits increases lin-
early with the size of the sample being collected. Ensuring
a match of 100 bits over the key collection period would
require certification of about 3GB per day (assuming a
transmission rate of 10 Tbps, a keychain length of 1000
bits and single bit sampling by the beacon). There would
be no technical difficulty for the server to send that
amount of data down the optical medium given the terabit
rate of the system. The sample should be broadcast
along with a sufficiently long cryptographic hash, which
also needs to be signed for authentication. However
there is no real-time restriction on the broadcast of the
signed hash, which may take place offline. The clients
need to know that the beacon was authentic only before
they commit to using the newly collected shared key,
which as indicated above takes a few weeks to a few
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months. This time scale also makes it feasible and de-
sirable to employ authentication based on physical se-
curity (e.g. the delivery of physically authenticated
records on tamper-evident media to the clients’ sites).
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Claims

A method of establishing a shared secret between
afirst user (Alice) and a second user (Bob) arranged
to receive a random data stream, the method includ-

ing:

a) each user obtaining an extraction schedule
using a weak secret k, wherein k is provided to
each of the users via a private and endpoint-
authenticated channel;

b) each user extracting one or more keychain
bits (s, s5,...5, and s’y, s’5,...s",)) from the ran-
dom data stream in accordance with the extrac-
tion schedule to generate a keychain (K, K’) hav-
ing a key portion (K, Kg), an error correction
encoding portion (Kaecy KgEec)), and an error
check encoding portion (Kacheck): Ka(check)) the
extracting being at an extraction rate chosen to
memory bound an enemy;

c) the first user applying a checksum function
(F) to its keychain (K), to generate a result, cod-
ing the result by performing an XOR operation
to the result using the error correction encoding
portion (Kagec)) and communicating the coded
result (P) to the second user;

d) the second user decoding the encoded result
received (P’) from the first user using its error
correction encoding portion (Kggc)) to generate
a second result (F4);

e) the second user obtaining a recovered key-
chain (K’) by using the second result (F ) to cor-
rect differences between the key chains (K, K’),
and thus the key portions (K,, Kg) and the error
check encoding portions (Kacheck): Ka(check)):
extracted by the first and second users caused
by a bit error rate of the random data stream,
wherein the first user’s key portion (K,) and the
second user’s recovered key portion (K',) are
usable as the shared secret.

2. A method according to claim 1, wherein the check-

sum function is a forward error correction function.
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3.

10.

A method according to any preceding claim includ-
ing:

a) the first user applying a check function (h) to
its key portion (K,) to generate a first check out-
put (h(K,)) and communicating the first check
output (h(K,)) to the second user;

and the second user

c) applying the check function (h) to the recov-
ered key portion (K’s) to generate a second
check output (h(K’,)), and

d) comparing the first and second check outputs

(h(Ka), h(K'4));

wherein when the first and second check outputs
(h(Kyp), h(K’5)) match within predetermined toleranc-
es, the recovery process for the key portion (K'p) is
verified as successful.

A method as claimed in claim 3 including:

a) the first user coding the first check output
(h(Ka)) using the key check portion (KA(check))
to generate a third result (Q) before this third
result is communicated to the second user

b) the second user decoding the third result re-
ceived (Q’) using the recovered key check por-
tion (K'a(check)) to obtain the value of the first
check output (h(K,)).

A method according to claim 3 or claim 4, wherein
the check function (h) is a cryptographic hash func-
tion.

A method according to any preceding claim wherein
the coding and decoding comprises bit-wise exclu-
sive-or.

A method according to any preceding claim, wherein
the random data streamis transmitted via optical me-
dia.

A method according to any preceding claim including
each user extracting one or more sample bits from
the random data stream at a sampling rate greater
than the extraction rate for subsequent comparison
to certified extracts of the data stream to authenticate
the data stream.

A method according to claim 8, including publishing
each certified extract of the data stream a predeter-
mined time after actual transmission of the bits in
that extract.

A method according to claim 9, wherein publishing
each certified extractincludes sending itto each user
on tamper evident physical storage media.
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11. A method according to claim 9, wherein publishing

each certified extract includes sending to each user
cryptographic or other material enabling the user to
verify the origin and integrity of the published extract.

12. A method according to any of claims 9to 11, wherein

the certified extracts are sampled from the transmit-
ted data stream at a rate calculated to ensure a pre-
determined amount of overlap with the sample bits
extracted by each user.

13. Amethod according to any preceding claim, wherein:

the random data stream transmission rate is 1 terabit
per second or more, and/or the extraction rate is 1
bit per 1016 or more transmitted bits.

Patentanspriiche

1.

Verfahren zum Erzeugen eines gemeinsamen Ge-
heimnisses zwischen einem ersten Benutzer (Alice)
und einem zweiten Benutzer (Bob), das so angeord-
netist, dass es einen willklrlichen Datenstrom emp-
fangt, wobei das Verfahren folgendes aufweist:

a) jeder Benutzer erhalt einen Extraktionsplan
unter Verwendung eines schwachen Geheim-
nisses k, wobei k jedem Benutzer Uber einen
privaten Kanal mit authentifiziertem Endpunkt
bereitgestellt wird;

b) jeder Benutzer extrahiert ein oder mehrere
Schlusselbundbits (s4, S», ... S, und 8’4, ', ...
s’,)) aus dem willkirlichen Datenstrom geman
dem Extraktionsplan, um einen Schlisselbund
(K, K’) mit einem Schlusselabschnitt (K, Kg),
einem Fehlerberichtigungscodierungsabschnitt
(KaEc) KaEc)) und einem Fehlerprifungsco-
dierungsabschnitt (Kachecky: Ka(check)) 2U er-
zeugen, wobei die Extraktion mit einer Extrakti-
onsrate beginnt, die fir eine Speicherbindung
eines Feindes ausgewahlt ist;

c) der erste Benutzer wendet eine Prifsummen-
funktion (F) auf dessen Schliisselbund (K) an,
um ein Ergebnis zu erzeugen, wobei das Ergeb-
nis durch Ausflihren einer XOR-Operation an
dem Ergebnis unter Verwendung des Fehlerbe-
richtigungscodierungsabschnitts (KA(EC)) co-
diert wird, und wobei das codierte Ergebnis (P)
dem zweiten Benutzer kommuniziert wird;

d) der zweite Benutzer decodiert das von dem
ersten Benutzer empfangene codierte Ergebnis
(P’) unter Verwendung seines Fehlerberichti-
gungscodierungsabschnitts (KB(EC)), so dass
ein zweites Ergebnis (F,) erzeugt wird;

e) der zweite Benutzer erhalt einen wiederher-
gestellten Schlisselbund (K’) durch Verwen-
dung des zweiten Ergebnisses (F,) zur Berich-
tigung von Unterschieden zwischen den Schlis-
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selbunden (K, K’) und somit den Schliisselab-
schnitten (K4, Kg) und den durch den ersten und
zweiten Benutzer extrahierten Fehlerprifungs-
codierungsabschnitten  (Kachecky:  Ka(check)):
verursacht durch eine Bitfehlerrate des willkir-
lichen Datenstroms, wobei der Schllisselab-
schnitt (K,) des ersten Benutzers und der wie-
derhergestellte Schliisselabschnitt (K’,) des
zweiten Benutzers als das gemeinsame Ge-
heimnis verwendet werden kénnen.

Verfahren nach Anspruch 1, wobei die Priifsummen-
funktion eine Vorwarts-Fehlerberichtigungsfunktion
ist.

Verfahren nach einem dervorstehenden Anspriiche,
das folgendes aufweist:

a) der erste Benutzer wendet eine Priiffunktion
(h) auf dessen Schliisselabschnitt (K,) an, um
eine erste Prufausgabe (h(Kp)) zu erzeugen,
und kommuniziert die erste Prifausgabe (h(K,))
an den zweiten Benutzer; und der zweite Benut-
zer

c) wendet die Priffunktion (h) auf den wieder-
hergestellten Schliisselabschnitt (K’'5) an, um
eine zweite Prifausgabe (h(K’,)) zu erzeugen;
und

d) vergleicht die ersten und die zweiten Prifaus-
gaben (k(Ka), h(K'n);

wobei, wenn die ersten und zweiten Prifausgaben
(k(Ka), h(K’4)) innerhalb vorbestimmter Toleranzen
Ubereinstimmen, der Wiederherstellungsprozess fiir
den Schllsselabschnitt (K’,) als erfolgreich verifi-
ziert wird.

Verfahren nach Anspruch 3, das folgendes aufweist:

a) der erste Benutzer codiert die erste Prifaus-
gabe (h(K,)) unter Verwendung des Schliissel-
prifabschnitts (Kacheck)), UM ein drittes Ergeb-
nis (Q) zu erzeugen, bevor das dritte Ergebnis
an den zweiten Benutzer kommuniziert wird;
b) der zweite Benutzer decodiert das empfan-
gene dritte Ergebnis (Q’) unter Verwendung des
wiederhergestellten  Schlisselpriifabschnitts
(K'Acheck)): um den Wert der ersten Prifausga-
be (h(Kj,)) zu erhalten.

Verfahren nach Anspruch 3 oder 4, wobei die Prif-
funktion (h) eine kryptografische Hashfunktion ist.

Verfahren nach einem dervorstehenden Anspriiche,
wobei das Codieren und Decodieren ein bitweises

exklusives Oder umfassen.

Verfahren nach einem dervorstehenden Anspriiche,
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wobei der willkiirliche Datenstrom tiber optische Me-
dien Ubermittelt wird.

Verfahren nach einemder vorstehenden Anspriiche,
das es aufweist, dass jeder Benutzer ein oder meh-
rere Abtastbits aus dem willklirlichen Datenstrom mit
einer Abtastrate extrahiert, die hoher ist als die Ex-
traktionsrate fir einen folgenden Verglich mit zerti-
fizierten Extrakten des Datenstroms zur Authentifi-
zierung des Datenstroms.

Verfahren nach Anspruch 8, welches das Publizie-
ren jedes zertifizierten Extrakts des Datenstroms zu
einer vorbestimmten Zeit nach der tatséchlichen
Ubermittlung der Bits in dem Extrakt aufweist.

Verfahren nach Anspruch 9, wobei das Publizieren
jedes zertifizierten Extrakts das Senden des Extrakts
an jeden Benutzer auf einem manipulationssicheren
physischen Speichermedium aufweist.

Verfahren nach Anspruch 9, wobei das Publizieren
jedes zertifizierten Extrakts das Senden von krypto-
grafischem oder anderem Material an jeden Benut-
zer aufweist, was es dem Benutzer ermdglicht, die
Herkunft und die Integritat des publizierten Extrakts
zu verifizieren.

Verfahren nach einemder Anspriiche 9 bis 11, wobei
die zertifizierten Extrakte aus dem tUbermittelten Da-
tenstrom mit einer Rate abgetastet werden, die so
berechnet ist, dass sie ein vorbestimmtes Ausmaf
der Uberlappung mit den von jedem Benutzer extra-
hierten Abtastbits sicherstellt.

Verfahren nach einemder vorstehenden Anspriiche,
wobei: die Ubermittlungsrate des willkiirlichen Da-
tenstroms 1 Terabit pro Sekunde oder mehr betragt,
und/oder wobei die Extraktionsrate 1 Bit pro 1016
oder mehr Ubermittelten Bits betragt.

Revendications

Procédé d’établissement d’un secret partagé entre
un premier utilisateur (Alice) et un second utilisateur
(Bob) congu pour recevoir un flux de données aléa-
toires, le procédé comprenant les étapes dans
lesquelles :

a) chaque utilisateur obtient un calendrier d’ex-
traction a I'aide d’un k secret faible, k étant fourni
achacun des utilisateurs par l'intermédiaire d’'un
canal privé et authentifié par le point final ;

b) chaque utilisateur extrait un ou plusieurs bits
de chaine de clés (sq, s, ..., et s’q, 8’5, ...S)
du flux de données aléatoires conformément au
calendrier d’extraction pour générer une chaine
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de clés (K, K’) ayant une partie de clé (K,, Kg),
une partie d’encodage de correction d’erreur
(Kaec)y: Kpec)) et une partie d'encodage de
controle d'erreur (Kacheck) Ka(check)): 'extrac-
tion étant a une vitesse d’extraction choisie pour
lier par la mémoire un ennemi ;

c) le premier utilisateur applique une fonction de
somme de contrble (F) a sa chaine de clés (K),
pour générer un résultat, code le résultat en ef-
fectuant une opération XOU sur le résultat a
I'aide de la partie de codage de correction d’er-
reur (KA(EC)) etcommunique le résultat codé (P)
au second utilisateur ;

d) le second utilisateur décode le résultat codé
recu (P’) du premier utilisateur a I'aide de sa
partie d’encodage de correction d’erreur
(Kg(ecy) pour générer un deuxiéme résultat
(Fq);

e) le second utilisateur obtient une chaine de
clésrécupérée (K’) al'aide du deuxiéme résultat
(F4) pour corriger les différences entre les chai-
nes de clés (K, K’), et donc les parties de clé
(Ka, Kg) et les parties d’encodage de contrdle
d'erreur (Kacheck): Ka(check)): extraites par les
premier et second utilisateurs causées par un
taux d’erreur binaire du flux de données aléatoi-
res, la partie de clé de premier utilisateur (K,)
et la partie de clé récupérée du second utilisa-
teur (K’,) étant utilisables en tant que secret par-
tage.

Procédé selon larevendication 1, la fonction de som-
me de contrble étant une fonction de correction d’er-
reurs sans voie de retour.

Procédé selon 'une quelconque des revendications
précédentes, comprenant les étapes dans
lesquelles :

a) le premier utilisateur applique une fonction de
controle (h) a sa partie de clé (K,) pour générer
une premiére sortie de controle (h (K,)) et com-
munique la premiére sortie de contrdle (h (K,))
au second utilisateur ;

et le second utilisateur

c) applique la fonction de contréle (h) a la partie
de clé récupérée (K’5) pour générer une secon-
de sortie de contrdle (h (K’y)), et

d) compare les résultats des premiére et secon-
de sorties de controle (h(Kp), h(K'A));

lorsque les premiere et seconde sorties de contrble
(h (Ka), h (K’p)) correspondent a des tolérances pré-
définies, le processus de récupération de la partie
de clé (K’,) est vérifié comme étant réussi.

Procédé selon la revendication 3 comprenant les re-
vendications dans lesquelles :
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a) le premier utilisateur code la premiéere sortie
de controle (h(K,)) a I'aide de la partie de con-
trole de clé (Ka(check)) POUr générer un troisiéme
résultat (Q) avant que ce troisieme résultat ne
soit communiqué au second utilisateur.

b) le second utilisateur décode le troisieme ré-
sultat recu (Q’) a I'aide de la partie de contrdle
de clé récupérée (K'a(check)) POUr obtenir la va-
leur du premier résultat de controle 'h(Kp)).

Procédé selon la revendication 3 ou 4, la fonction de
contréle (h) étant une fonction de hachage crypto-
graphique.

Procédé selon I'une quelconque des revendications
précédentes, le codage et le décodage comprenant
un ou-exclusif bit par bit.

Procédé selon I'une quelconque des revendications
précédentes, le flux de données aléatoires étant
transmis par I'intermédiaire de supports optiques.

Procédé selon I'une quelconque des revendications
précédentes, comprenant I'étape dans laquelle par
chaque utilisateur extrait un ou plusieurs bits
d’échantillon du flux de données aléatoires a une
vitesse d’échantillonnage supérieure a la vitesse
d’extraction pour une comparaison ultérieure avec
des extraits certifiés du flux de données pour authen-
tifier le flux de données.

Procédé selon la revendication 8, comprenant I'éta-
pe consistant a publier chaque extrait certifié du flux
de données a une heure prédéfinie aprés la trans-
mission réelle des bits dans cet extrait.

Procédé selon la revendication 9, la publication de
chaque extrait certifié comprenant I'étape consistant
a I'envoyer a chaque utilisateur sur un support de
stockage physique inviolable.

Procédé selon la revendication 9, la publication de
chaque extrait certifié comprenant I'étape consistant
a envoyer a chaque utilisateur un matériau crypto-
graphique ou autre permettant a I'utilisateur de vé-
rifier 'origine et I'intégrité de I'extrait publié.

Procédé selon I'une quelconque des revendications
9 a 11, les extraits certifiés étant échantillonnés a
partir du flux de données transmis a une vitesse cal-
culée pour assurer une quantité prédéfinie de che-
vauchement avec les bits d’échantillon extraits par
chaque utilisateur.

Procédé selon I'une quelconque des revendications
précédentes, la vitesse de transmission de flux de
données aléatoires étant de 1 térabit par seconde
ou plus, et/ou la vitesse d’extraction étant de 1 bit
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